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Plan and execute penetration tests on wireless networks with the Kali Linux distribution

About This Book

Learn the fundamentals of wireless LAN security and penetration testing●

Discover and attack wireless networks using specialized Kali Linux tools●

A step-by-step, practical guide to wireless penetration testing with hands-on examples●

Who This Book Is For

This book is targeted at information security professionals, penetration testers and network/system
administrators who want to get started with wireless penetration testing. No prior experience with Kali Linux
and wireless penetration testing is required, but familiarity with Linux and basic networking concepts is
recommended.

What You Will Learn

Explore the penetration testing methodology and its various phases●

Install Kali Linux on your laptop and configure the wireless adapter●

Scan and enumerate wireless LANs and point out their vulnerabilities●

Understand the WEP security protocol and the techniques to crack the authentication keys and break it●

Become proficient with the WPA/WPA2 protocol and use Kali Linux tools to attack it●

Attack the access points and take control of the wireless network●

Launch advanced attacks against clients●

Produce stunning and effective reports●

In Detail

Kali Linux is the most popular distribution dedicated to penetration testing that includes a set of free, open
source tools.

This book introduces you to wireless penetration testing and describes how to conduct its various phases.
After showing you how to install Kali Linux on your laptop, you will verify the requirements of the wireless
adapter and configure it. Next, the book covers the wireless LAN reconnaissance phase, explains the WEP
and WPA/WPA2 security protocols and demonstrates practical attacks against them using the tools provided
in Kali Linux, Aircrack-ng in particular. You will then discover the advanced and latest attacks targeting
access points and wireless clients and learn how to create a professionally written and effective report.
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From reader reviews:

Joshua Arwood:

In this 21st centuries, people become competitive in every single way. By being competitive currently,
people have do something to make them survives, being in the middle of the particular crowded place and
notice simply by surrounding. One thing that oftentimes many people have underestimated the item for a
while is reading. That's why, by reading a reserve your ability to survive enhance then having chance to
stand up than other is high. For yourself who want to start reading a book, we give you this kind of Kali
Linux Wireless Penetration Testing Essentials book as basic and daily reading reserve. Why, because this
book is greater than just a book.

Randy Garrison:

Now a day those who Living in the era everywhere everything reachable by connect to the internet and the
resources included can be true or not require people to be aware of each facts they get. How individuals to be
smart in obtaining any information nowadays? Of course the correct answer is reading a book. Examining a
book can help people out of this uncertainty Information mainly this Kali Linux Wireless Penetration Testing
Essentials book because book offers you rich details and knowledge. Of course the knowledge in this book
hundred % guarantees there is no doubt in it you may already know.

Suzanne Cicero:

The book untitled Kali Linux Wireless Penetration Testing Essentials is the book that recommended to you
to study. You can see the quality of the e-book content that will be shown to you actually. The language that
creator use to explained their way of doing something is easily to understand. The author was did a lot of
exploration when write the book, to ensure the information that they share to you is absolutely accurate. You
also could possibly get the e-book of Kali Linux Wireless Penetration Testing Essentials from the publisher
to make you a lot more enjoy free time.

Thomas Morgan:

Your reading 6th sense will not betray anyone, why because this Kali Linux Wireless Penetration Testing
Essentials publication written by well-known writer who really knows well how to make book that could be
understand by anyone who read the book. Written throughout good manner for you, dripping every ideas and
composing skill only for eliminate your personal hunger then you still question Kali Linux Wireless
Penetration Testing Essentials as good book but not only by the cover but also by the content. This is one
book that can break don't evaluate book by its include, so do you still needing another sixth sense to pick this
specific!? Oh come on your reading through sixth sense already alerted you so why you have to listening to
another sixth sense.
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