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A hands-on guide to mastering mobile forensics for the iOS, Android, and the Windows Phone
platforms

About This Book

Get to grips with the basics of mobile forensics and the various forensic approaches●

Retrieve and analyze the data stored on mobile devices and on the cloud●

A practical guide to leverage the power of mobile forensics on the popular mobile platforms with lots of●

tips, tricks and caveats

Who This Book Is For

This book is for forensics professionals who are eager to widen their forensics skillset to mobile forensics
and acquire data from mobile devices.

What You Will Learn

Discover the new features in practical mobile forensics●

Understand the architecture and security mechanisms present in iOS and Android platforms●

Identify sensitive files on the iOS and Android platforms●

Set up the forensic environment●

Extract data on the iOS and Android platforms●

Recover data on the iOS and Android platforms●

Understand the forensics of Windows devices●

Explore various third-party application techniques and data recovery techniques●

In Detail

Mobile phone forensics is the science of retrieving data from a mobile phone under forensically sound
conditions. This book is an update to Practical Mobile Forensics and it delves into the concepts of mobile
forensics and its importance in today's world.

We will deep dive into mobile forensics techniques in iOS 8 - 9.2, Android 4.4 - 6, and Windows Phone
devices. We will demonstrate the latest open source and commercial mobile forensics tools, enabling you to
analyze and retrieve data effectively. You will learn how to introspect and retrieve data from cloud, and
document and prepare reports for your investigations.

By the end of this book, you will have mastered the current operating systems and techniques so you can
recover data from mobile devices by leveraging open source solutions.



Style and approach

This book takes a very practical approach and depicts real-life mobile forensics scenarios with lots of tips
and tricks to help acquire the required forensics skillset for various mobile platforms.
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From reader reviews:

Kathleen Land:

This Practical Mobile Forensics - Second Edition book is simply not ordinary book, you have it then the
world is in your hands. The benefit you obtain by reading this book is usually information inside this e-book
incredible fresh, you will get facts which is getting deeper you read a lot of information you will get. This
specific Practical Mobile Forensics - Second Edition without we realize teach the one who reading through it
become critical in contemplating and analyzing. Don't end up being worry Practical Mobile Forensics -
Second Edition can bring if you are and not make your tote space or bookshelves' grow to be full because
you can have it in your lovely laptop even cellphone. This Practical Mobile Forensics - Second Edition
having good arrangement in word as well as layout, so you will not sense uninterested in reading.

Anita Winn:

The book with title Practical Mobile Forensics - Second Edition has lot of information that you can study it.
You can get a lot of help after read this book. That book exist new expertise the information that exist in this
e-book represented the condition of the world right now. That is important to yo7u to learn how the
improvement of the world. This book will bring you throughout new era of the globalization. You can read
the e-book on the smart phone, so you can read that anywhere you want.

Ardith Bobo:

Do you have something that you enjoy such as book? The guide lovers usually prefer to decide on book like
comic, quick story and the biggest the first is novel. Now, why not striving Practical Mobile Forensics -
Second Edition that give your enjoyment preference will be satisfied by reading this book. Reading routine
all over the world can be said as the opportinity for people to know world considerably better then how they
react when it comes to the world. It can't be explained constantly that reading habit only for the geeky
particular person but for all of you who wants to be success person. So , for all you who want to start
examining as your good habit, you could pick Practical Mobile Forensics - Second Edition become your
personal starter.

Lee Erbe:

A lot of people said that they feel weary when they reading a publication. They are directly felt the idea
when they get a half regions of the book. You can choose the book Practical Mobile Forensics - Second
Edition to make your own reading is interesting. Your own personal skill of reading skill is developing when
you including reading. Try to choose very simple book to make you enjoy to see it and mingle the idea about
book and examining especially. It is to be initial opinion for you to like to wide open a book and study it.
Beside that the reserve Practical Mobile Forensics - Second Edition can to be your brand-new friend when
you're truly feel alone and confuse with what must you're doing of their time.
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